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Cisco BYOD Solution 
Unified Access - 

One Policy,  

One Management, 

One Network 

Clement Tam  
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Wish List  

Authentication Services 
I only want to allow the “right” users  

and devices on my network 

Authorization Services 
I want user and devices to receive 

appropriate network services 

Guest Lifecycle 

Management 

I want to allow guests into the  

network and control their behavior 

Profiling Services 
I need to allow/deny iPads  

in my network (BYOD) 

Posture Services 
I want to ensure that devices  

on my network are clean 

Secure Groups Access 
I need a scalable way of enforcing 

access policy across the network 

Identity 

Services 

Engine 

Simplified 

Policy 

Management 

By Cisco ISE, Dream Comes True  
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Network Policy vs MDM 
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Wish List 

Monitoring Services 
I want to monitor the LAN, WLAN and 

WAN with a single application 

Discovery Services  

(with ISE)  

I want to discover who in the network 

accessing to unwanted applications 

Control Services  

(with ISE) 

I want to control the bandwidth and QoS 

for the students 

Planning Services 
I want to have clear visibility to the RF 

environment 

Troubleshooting Services 
I want to troubleshoot the LAN, WLAN, 

and WAN from a single application 

Compliance Services 
I need to monitor and audit system-wide 

configurations for compliance purposes  

Prime 

Infrastructure 

Simplified 

Network 

Management 

By Cisco Prime Infrastructure, Dream Comes True  
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Identify, Analyze, and Optimize Application Traffic 

AFTER 
Network Based Application Recognition –  

NBAR2 Deep Packet Inspection and App ID 

Cisco WLAN AVC and Prime Assurance Provides  

Unparalleled Visibility and Control 

BEFORE 
Application View and ControL Based  

On L4 Firewall Sessions 

NBAR2 LIBRARY 

Deep Packet Inspection 

Real Time 

Interactive 

Non-Real Time 

Background 

POLICY 

Packet Mark 

and Drop 

First Generation 

Firewall 

Visibility to the port level interaction but not 

the applications running within the port 

View, Control and  

Troubleshoot – End User Application Experience FW L4 Session Visibility and Control 

HTTP = 75% 

SMTP = 15% 

FTP = 2% 

Telnet = 1% 

SNMP = 3% 

Wireless LAN Controller  

Traffic 

Improved 

Visibility and 

Control 

http://images.google.fr/imgres?imgurl=http://www.nowhereelse.fr/wp-content/docs/youtube-logo5.jpg&imgrefurl=http://www.nowhereelse.fr/youtube-live-video-streaming-12525/&usg=__MyBsEJIR3joE8gm-rBq5Wel1qGA=&h=428&w=570&sz=33&hl=fr&start=1&sig2=z2krQGjzyqJMHPDfVwLLvg&um=1&tbnid=RKDnixEb39ds5M:&tbnh=101&tbnw=134&prev=/images?q=video+streaming+logo&hl=fr&safe=off&rlz=1T4GGLL_frFR328FR328&um=1&ei=0czJSp79EcSD4QaBkoTHAQ
http://images.google.fr/imgres?imgurl=http://elbconsultingllc.com/images/SAP-Logo.jpg&imgrefurl=http://elbconsultingllc.com/index.html&usg=__ttrD8hVR0ZecJBAgUc1jjcxqsZQ=&h=551&w=945&sz=36&hl=fr&start=1&sig2=eDSzYadbfwaGzGedWvK1-g&um=1&tbnid=9f5hdQ6CnNYH3M:&tbnh=86&tbnw=148&prev=/images?q=sap+logo&hl=fr&safe=off&rlz=1T4GGLL_frFR328FR328&um=1&ei=reDBSv2WCZa7jAfWrvXgBQ
http://images.google.fr/imgres?imgurl=http://www.nowhereelse.fr/wp-content/docs/youtube-logo5.jpg&imgrefurl=http://www.nowhereelse.fr/youtube-live-video-streaming-12525/&usg=__MyBsEJIR3joE8gm-rBq5Wel1qGA=&h=428&w=570&sz=33&hl=fr&start=1&sig2=z2krQGjzyqJMHPDfVwLLvg&um=1&tbnid=RKDnixEb39ds5M:&tbnh=101&tbnw=134&prev=/images?q=video+streaming+logo&hl=fr&safe=off&rlz=1T4GGLL_frFR328FR328&um=1&ei=0czJSp79EcSD4QaBkoTHAQ
http://images.google.fr/imgres?imgurl=http://elbconsultingllc.com/images/SAP-Logo.jpg&imgrefurl=http://elbconsultingllc.com/index.html&usg=__ttrD8hVR0ZecJBAgUc1jjcxqsZQ=&h=551&w=945&sz=36&hl=fr&start=1&sig2=eDSzYadbfwaGzGedWvK1-g&um=1&tbnid=9f5hdQ6CnNYH3M:&tbnh=86&tbnw=148&prev=/images?q=sap+logo&hl=fr&safe=off&rlz=1T4GGLL_frFR328FR328&um=1&ei=reDBSv2WCZa7jAfWrvXgBQ
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• You can use to column grid for 
laying out slides with more 

 Grey: 

Disconnected 

AP 

Yellow: AP w/ 

unresolved 

non-critical 

alarms 

Red: AP 

w/ critical 

alarms 

Active 

rogue 

APs 

802.11u 

location 

specific 

service 

Zoom & 

Pan 

controls 

 

Next-Gen Maps 
• Reduced Clutter 
• Faster Loading 
• Better Navigation 
• Scalable Vector 

Graphics 
• High quality 

images with zoom 
in/out 
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Web Security 

Unified Access 
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Access Switches 

 Compact 3750-X/3560-X 2960-S 4500E 

Core Switches 

6500 Series 

 Access Points 

600 Series  

Teleworker 

3600 Series  

Density 

1550 Series  

Outdoor 

1600 

2600 

2600e 

3600 

Indoor 

Mobility Services Engine 

 3310 and 3355 

Physical or Virtual 

Wireless LAN Controllers 

2500 Series WLC on SRE  

5500 Series WiSM2 

5760 

Identity and Policy 
Data Integration  

ISE 

PI 

Physical  

or Virtual 

8500 

http://www.cisco.com/en/US/products/ps11579/index.html
http://www.cisco.com/en/US/products/ps11579/index.html
http://www.cisco.com/en/US/products/ps11451/index.html
http://www.cisco.com/en/US/products/ps10092/index.html
http://www.cisco.com/en/US/products/ps10092/index.html
http://www.cisco.com/en/US/products/ps10980/index.html
http://www.cisco.com/en/US/products/ps10981/index.html
http://www.cisco.com/en/US/products/ps10092/index.html
http://www.cisco.com/en/US/products/ps10092/index.html
http://www.cisco.com/en/US/products/ps10092/index.html
http://www.cisco.com/en/US/products/ps11630/index.html
http://www.cisco.com/en/US/products/ps11716/index.html
http://www.cisco.com/en/US/products/ps10315/index.html
http://www.cisco.com/en/US/products/ps11634/index.html
http://www.cisco.com/en/US/products/ps11635/index.html
http://www.cisco.com/en/US/products/ps11635/index.html


Thank you. 


